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THE IMPORTANCE OF TECHNOLOGICAL INNOVATIONS
FOR THE SECURITY OF STATE ENTITIES IN THE TIME OF GLOBAL
THREATS TO SANITARY SAFETY — SELECTED ASPECTS

Znaczenie innowacji technologicznych dla bezpieczefistwa podmiotéw
panstwowych w czasie globalnego zagrozenia bezpieczefistwa sanitarnego -
wybrane aspekty

Abstract: Research goal of the article has been set to verify the hypothesis according to
which technological innovations contribute to systemic safety during the COVID-19 pan-
demic. The analyzed area contains key statements of available data regarding innovation
impulses in the first pandemic period (2020 - spring/autumn). In the light of this data
new trend has been confirmed to be using advanced technologies based on digital records
in promoted solutions. Innovation in pandemic days meets conditions, not by classic defi-
nitions of the term “innovation” but rather “ultra-fast-innovation” which creatively uses
digitalized tools. Technological innovations fulfill their role of aiding the safety process
under the conditions which assume that network-based storage and data transfer systems
are reliable and resistant against systemic crisis, which is a potential systemic threat.

Keywords: security, state system, security systems, innovation, pandemic, health secu-
rity, new technologies

Abstrakt: Badawczym celem artykutu byto zweryfikowanie hipotezy, zgodnie z ktérg
innowacje technologiczne przyczyniajq sie do systemowego bezpieczeristwa w okresie
pandemii COVID-19. Obszar analizy objat kluczowe zestawienia dotyczqce dostepnych
danych na temat impulséw innowacyjnosci w pierwszym okresie pandemii (2020 - okres
wiosenno-jesienny). W swietle danych potwierdzono wiodgcy trend wykorzystania za-
awansowanych technologii bazujgcych na cyfrowym zapisie w promowanych rozwiqza-
niach. Innowacyjnosc¢ doby pandemii spetnia warunki nie tyle klasycznych definicji po-
jecia innowacji, co uje¢ typu ultra-fast-innovation, stanowigcych tworcze wykorzystanie
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narzedzi zdigitalizowanych. Innowacje technologiczne spetniajg swojq funkcje wpierania
procesu bezpieczeristwa w warunkach, w ktorych zaktada sie, Ze sieciowe systemy przecho-
wywania i wymiany danych dzialajq niezawodnie i sq odporne na systemowe kryzysy, co
stanowi potencjalne systemowe zagrozenie.

Stowa kluczowe: bezpieczeristwo, system panstwowy, systemy bezpieczeristwa, inno-
wacyjnosé, pandemia, bezpieczeristwo zdrowotne, nowe technologie

Introduction

The research objective of the article is to analyze, in the light of the prin-
ciples of system analysis, the claim that technological innovation imple-
ments the function of society’s security in times of crisis. The phenomenon
under analysis that meets the conditions of crisis is the COVID-19 pande-
mic in Poland as a potential threat to the implementation of the state secu-
rity function. Based on the main objective of the article, it is possible to put
aresearch hypothesis of the following wording, further subjected to the ve-
rification process: “Technological innovations have a positive significance
for social and state security during a health crisis”. This hypothesis will be
verified in the light of the system method, corresponding to the object of
study, i.e. the state system, the global security system.

1. Conceptualization of key concepts, justification of the research
method

To structure the argument, the conceptualization framework will inc-

V/ATs

lude the categories and concepts used in the article, i.e. “innovation”, “se-
curity”, “crisis”, “state system”. Operationalisation will allow to minimise
semantic inaccuracies and exclude the risk of terminological ambiguity.
The principles of the system method and the catalogue corresponding to
the problem method will also be presented.

The introduction of the concept of “innovation” is attributed to Joseph
Schumpeter, although the very principle of inventiveness was formulated
by the French sociologist Gabriel Tarde, whose writings J. Schumpeter mi-

ght have been familiar with (Musiat, Chrzanowski 2018; see also Sikora,
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Uziebto 2013). In the Schumpeterian view, the conditions for innovation in-
clude:

— new product,

— better production methods,

— opening the market to the product,

— new sources of semi-finished or raw materials,

— the transformation of a given branch of the economy under the in-

fluence of a new product (Musial, Chrzanowski 2018: 42-45).

The principle of innovation defined this way became an impulse for ci-
vilisational changes in Europe from the 19th century onwards, the catalyst
for which is considered to be the invention of the steam engine in 1869 by
James Watt (Trevelyan 1980: 409; Trevelyan 1982: 446-460) (the process
of improving production methods started much earlier and 1869 is con-
sidered to be a conventional caesura). The consequences of the processual
transformations in the area of the methods and means of production af-
fected every aspect of human existence (communication, trade, transport
and others), hence this period is referred to as the Industrial Revolution; to
the greatest extent, it influenced the qualitative and quantitative remodel-
ling of the principles of production and the development of private means
of ownership and free competition.

In economic sciences, innovation is considered as “a combination of pro-
duction factors carried out in a new way” (Musiat, Chrzanowski 2018: 44),
“creative demolition”, so - according to J. Schumpeter - it affects the conti-
nuous transformation of the structure of production and use. The direction
of transformations fulfils the function of “liberalization”, i.e. facilitating
and simplifying human functioning in the world. It has been implemented
with particular success since the first and second waves of the industrial
revolution, and further on it is the cause and consequence of the digital
revolution. Noteworthy is the approach of Kenneth Galbraith, who links
the concept of innovation with increasing the sense of security on a social
scale (Musial, Chrzanowski 2018: 49). Eccentric or bizarre ideas deserve to
be called inventions, but they will not cross the border of commercializa-
tion due to their negligible potential for mass use (cost, narrow range of
utility, etc.).

The notion of security poses many problems of definition; it is consi-
dered to be polysemantic, with high dynamics of meaning, it also belongs
to the catalogue of central problems of many disciplines as a fundamental
category. The lexical meaning refers to a state devoid of threats, associated
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with a sense of certainty (Starficzyk 1996: 15). Thus, the category is characte-
rised by a negative approach, but it is assumed that the positive dimension
encompassing not only the level of survival in relation to human social
needs belongs in the same way to the scope of meaning. A philosophical
insight into the concept of security reveals the debatability of achieving
a state of certainty of survival in the face of a multitude of factors defined
as really or potentially dangerous. The analysis of the concept confirms
the processuality of the notion of security, excluding solutions defining it
as a state. Security is a combination of the factor of elimination of threats,
stabilization of survival conditions with the state providing the possibi-
lity of development understood as the introduction of facilities, facilita-
tion and simplifications of everyday life. Therefore, the immanent feature
of the analyzed category is also the development factor allowing not only
for physical survival but also for relative freedom to improve the quality
of life.

The literature on the subject pays attention to the dynamics of the me-
aning of the category. The concept of security, for centuries strongly iden-
tified with the military potential, nowadays has expanded the scope of
the subject in the face of a significant increase in the factors affecting the ma-
terial scope. While the categories of subjective security still include four
groups (unitary - personal, individual; group - family, clan; domestic -
state, national; global - regional, international), the catalogue of subjective
security is a growing resource - energy, demography, cyberspace, informa-
tion, historical policy, having permanently introduced the concepts of soft
and smart alongside hard power in international relations. The architecture
of security is characterized by a common feature of networking and more
difficult to indicate boundaries, which illustrates well the dilemma of defi-
ning the security of the state, country and nation. For where is the border
of the media state system in the face of the reality of global data exchange?

The political system is a subsystem of the social system within which
specified features - the interdependence of parts and boundaries - determi-
ne the distinction from the environment, i.e. from other systems. The clas-
sical Eastonian approach orientates the system to the notion of sovereign-
ty (Beyme 2005: 181; Bertalanffy 1984), while in Karl Deutsch the features
of the system are coherence and covariation, supplemented by the factor
of transformation (not touching identity) oriented to the maximisation of
survival. The structure of the political system is characterised by multidi-
mensionality and networking, at the same time it is possible to indicate
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the system of the so-called inputs and outputs. The strength of the political
system is confirmed by the realisation of the key objective, i.e. survival and
development, which requires the predominance of a consensual attitude
over a conflictual one in the process of aggregating interests and mainta-
ining balance. Consensus in the system is a process based on a continuous
reconciliation of interacting preferences in the direction of achieving effi-
ciency; the level of competition and consensus in the case of active societies
do not so much correspond to each other, as show the predominance of
the will to consensus.

In light of the political system concept, stability and the system’s ability
to regenerate and innovate in response to external and internal factors are
considered crucial. The more complex the system, the more difficult it is to
maintain a high level of both parameters. The main challenges of the sys-
tems are assumed to be the preservation of the dynamics of development
with the implementation of planned changes and modifications resulting
from independent circumstances or the interference of an active civic fac-
tor/participants.

The ontology of the political system corresponds to the principles and
rules of all systems, from the system of corporate management to the sys-
tem of global security, placing at the centre the category of stability and
adaptability of the system structure to external circumstances and internal
conditions (aggregation of interests). Hence, system analysis shows wide
research possibilities in relation to many planes (political systems, econo-
mic systems, etc.).

The dictionary meaning of crisis is as follows: “a situation in which
some conflict becomes so serious that it threatens to erupt into war, chan-
ge of government, or some other radical solution” (SJP: “crisis”); a crisis
is: “a period of breakdown, downturn, and potential breakthrough in
the functioning of a given social or political system” (SJP: “crisis”), while
the specification depends on the sector affected by the dysfunction, e.g. par-
liamentary, governmental, economic crisis.

Causes of crisis in systemic terms can mean: 1) the failure to take into
account the threat of destabilizing factors that could have been anticipa-
ted (forecasting function within e.g. the science of international relations)
(Sennet 2010); 2) the presence of an unforeseen factor with a low degree
of probability of occurrence. The crisis factor can be subjective or objec-
tive in nature; the objective one influences the destabilization of a lar-
ger number of related systems, the subjective one shows weaknesses in
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the structure of single subsystems in which, regardless of the influence
of external factors, the realization of the stabilization-development func-
tion has been disrupted. The crisis of global scope, being a consequence
of the SARS-CoV-2 virus emission, according to the classification includes
subsystems of the global system (state systems, regional cooperation sys-
tems) and the global system.

National and transnational health security systems have shown varia-
ble effectiveness in fighting and counteracting, but certain trends and ten-
dencies can be identified on both levels. For the most part, countries have
adopted the tactic of promoting sanitary protection measures and reducing
direct human contact to the minimum necessary, both in the professional
and private spheres. This has intensified the transfer of activities - work,
leisure, contacts - to cyberspace, affecting the level of stabilisation of virus
emissions, relieving the burden on health services and reducing the need
for sanitary products. While maintaining the continuity of certain sectors
with greater use of cyberspace than before, it has not avoided the serious
collapse of others, especially gastronomy, tourism, culture.

Thus, it can be considered that there is extensive use of technological
capabilities within national systems and the global system to minimize loss
and damage within the interrelated structure of national systems (How Po-
les Use the Internet and Phone in Pandemic 2020).

2. Specifics of contemporary innovation - new technologies

The term “innovation” is commonly used to refer to tools that impro-
ve the functioning of individuals and societies in the realities of pande-
mic restrictions. Let us assume, therefore, that the creations thus defined
in the information exchange system, i.e. reports, analyses and competi-
tion results concerning the pandemic period subjected to the summaries,
i.e. the spring-summer 2020 and autumn-winter 2020 periods, will be ana-
lysed. The review will take into account the most important national and
global summaries of innovation or innovation as applied to the fight aga-
inst the consequences of COVID-19.

Social distancing and separation of selected social groups were inva-
riable elements of state strategies for combating the pandemic in the au-
tumn-winter period (AOTMiT 2020) and continue to be key elements in



The importance of technological innovations for the security of state entities 71

reducing the virus transmission. The directions adopted at the state level
determined the search for solutions ensuring, above all, the safety of work,
economic exchange, entertainment and everyday necessary activities
(shopping, medical care).

In the report of the Polish Industrial Development Agency (Monitoring
of innovation trends - Report 8 2020), the analysis concerns the first half of
2020. The work of the analysed state entities concerns the sectors of di-
gitisation, health sciences, support for start-ups and small enterprises.
The global leaders in innovation include Germany (dethroning South Ko-
rea), while the leader in digitization is still Finland. Innovation is primarily
linked to the use of technological tools on the basis of which improvements
in these areas are designed.

In September 2020, the European Institute of Innovation and Techno-
logy awarded 207 innovative projects and companies from 32 countries.
These relate to solutions “in biotechnology and diagnostics, the use of 3D
prototypes to reconfigure congested parts of the city and shared work-
spaces, removing disruptions in food supply chains, and solutions to re-
duce air pollution” (EIT 2020). The report details the areas of innovation
and the nature of projects, all of which are based on technological deve-
lopments and digital tools (EIT Community Innovation 2020). The condi-
tions for innovation in the sense of classic definitions are met by medical
projects, which aim to discover medical instruments that bring about si-
gnificant changes in the area of health safety or diagnostics or treatment.

As part of a cyclical PARP competition in 2020, innovations in the area
of medical technology were awarded a distinction (awarded: intelligent
stethoscope, ear prosthesis with bactericidal effect, photovoltaics, pro-
duct stimulating plant immunity) (They create the future 2020). Work on
the submitted proposals - as one can conclude - was not determined by
pandemic circumstances, but constitute the implementation of a trend ac-
cording to which technology supports or constitutes an area for the imple-
mentation of new ideas.

The Global Innovation Index has been prepared annually since 2007,
taking data from 131 countries and summarizing leading trends and direc-
tions. The Global Innovation Index report highlights the ever-present poten-
tial for innovation related to new technologies (“virtual reality is the key
to it”) (Dutta, Lanvin, Wunsch-Vincent: 2020), and includes the areas of
pharmaceutical and medical research, improvements in transport, mobility
and “clean energy”. Switzerland is recognized as an innovation leader in
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the GII2020 report. The report takes into account pandemic circumstances,
affecting the refocusing of actors” attention on the cyberspace network and
a significant decline in economic exchanges. In 2018-2019, the most inten-
sive investments included ICT and high-tech. According to the analysis of
the authors of the reports, the pandemic influenced the concentration aro-
und innovations affecting the areas of education, remote working and trade.
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Graphic 1. Innovation map in national order (2021)

StartUpBlink, in collaboration with local stakeholders, has launched
a platform that collates data on pandemic innovation. Updated on a regular
basis, it is a good guide for professionals and anyone interested. The data
is organised into country and city lists. The leader among countries is
the United States, followed by Israel and Canada (Belgium, Switzerland,
Canada, United Kingdom, Singapore, Spain, South Korea, Luxembourg;
see Figure 1). In the list of top cities are: San Francisco, New York, Moscow
(Boston, Toronto, Tel Aviv, Los Angeles, Seoul, Taipei, San Diego). As of
April 2, 2021, there are 1,078 innovations registered in the lists. They cover
categories predominantly using advanced technologies such as preven-
tion, diagnostics, trade, education.
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The direction of the use of technological tools is confirmed by a World
Economic Forum report (“Digital tools and strategies have become crucial
in this effort”) (World Economic Forum 2020a). The report takes into acco-
unt over 150 million English-language publication sources. It presents data
from 41 countries and describes the nature of 232 implemented innovations.
The data is organized under seven categories including information envi-
ronment (promoting knowledge, data sharing tools), virus detection and
spread, healthcare, improving treatment processes, economic resilience,
social cohesion and cyber security. As noted in the paper, solutions may
correspond to more than one category (World Economic Forum 2020a: 4).

To conclude, the pandemic time innovations, according to the lists, co-
ver mainly such areas as trade, financial services, sanitary safety, and ac-
tivities related to the sphere of social communication, entertainment and
culture. The dominant trend is the use of digital technologies as an anti-
-crisis tool.

So far, digitalization has enabled the smooth continuation of intra-state
system activity, expanding remote work zones through network contact,
stimulating economic exchange and medical research. However, it is dif-
ficult to say that the nature of the improvements corresponds to classical
definitions of innovation. A more adequate definition is the so-called ultra-
-fast innovation, which is the effect of the creative use of technological ca-
pabilities. In more recent approaches, innovation means “the economically
successful exploitation of new ideas” (Matusiak 2011: 111), which allows
for broader use of the concept. In this area, there are still a lot of oppor-
tunities, as indicated by the analysis and conclusions of industry reports.
The area of e-medicine, e-commerce, e-government, diagnostic tests is still
developing in the direction given by the pandemic restrictions, touching
the sphere of direct contacts, eliminated in the light of recommendations
of state strategies. As part of significant economic trends, we can observe
the intensification of network sales models, network marketing and contact
with the recipient of the hitherto direct content (theatre, concerts), expan-
sion of social contact tools through platforms (education, video conferen-
cing, sports), reorientation of industries (automotive, fuel) to the medical
market (respirators, disinfectants).



74 Anna Makuch

3. Technological innovation - opportunities and threats. Conclusion

At the present time of clear competition between state and non-state
entities, the principles of competition for the realization of their own values
and interests require an outlook that combines current needs with a long-
-term perspective. Technological innovation corresponds to the conditions
of sanitary regimes, allowing to maintain the continuity of state and busi-
ness entities. In the area of sanitary safety, new solutions created on the ba-
sis of technology allow providing the system with efficiency, effectiveness,
while realizing the principle of stability and dynamism.

Thus, it can be assumed that there are empirical grounds for the adop-
tion of the research hypothesis, i.e. that technological innovation in the pe-
riod of sanitary crisis positively influence the maintenance of systemic sa-
fety functions. However, the conducted analysis indicates potential risk
areas related to the adopted security model. In many areas, it is likely that
the solutions developed during the pandemic will be maintained. It is hi-
ghly probable that this will apply to areas of professional activity and of
the functioning of many sectors of the state. Consequently, it should be no-
ted that focusing efforts on digitization within the critical infrastructure of
the state, the economy, communication and culture, points to the potential
danger in a situation of a threat to the functioning of the digital environ-
ment of the state system, based on the Internet network for data exchange
and storage. In strategic areas, it is therefore important to couple the level
of digitization with the ability to continue operations in the event of a crisis
or threat to digital cyberspace systems.
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