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Summary: One of the tasks of the state specified in Article 5 of the Constitution of the Republic of Poland of
2 April 1997 is to ensure security of its citizens. The aim of the study is to show a relationship between crimes
against document credibility listed in Chapter XIX of the Penal Code and the security of citizens. The main con-
clusion resulting from the analysis of the selected topic was that forgery of travel documents is a significant
factor threatening citizen safety. The above results from the fact that documents very often serve as both an
object and a tool in many crimes. Therefore, they constitute an activity of a preparatory nature before commit-
ting further criminal acts, as well as a way of hiding traces of other crimes. It should be emphasized that the use
of false documents, and thus their introduction into legal circulation, means that a person illegally using such
documents legally acquires many rights.

Key words: Article 5 of the Polish Constitution, security of citizens, crimes against the document credibility, forge-
ry of travel documents

Streszczenie: Jednym z zadan paristwa okres$lonym w art. 5 Konstytucji Rzeczypospolitej Polskiej z dnia 2 kwiet-
nia 1997 . jest zapewnienie bezpieczerstwa obywateli. Celem niniejszego opracowania jest ukazanie zwiazku,
jaki zachodzi miedzy przestepstwami przeciwko wiarygodnosci dokumentéw skatalogowanymi w rozdz. XIX
Kodeksu karnego a bezpieczerstwem obywateli. Gtéwnym wnioskiem wyptywajacym z analizy tej tematyki
jest stwierdzenie, ze fatszerstwa dokumentéw podroézy stanowig istotny czynnik zagrazajacy bezpieczeristwu
obywateli. Dokumenty bardzo czesto stuzg bowiem zaréwno jako przedmiot, jak i narzedzie w dokonywaniu
wielu przestepstw. Stanowig zatem czynno$¢ o charakterze przygotowawczym do popetnienia kolejnych czy-
néw przestepnych, a takze narzedzie stuzace do zatarcia sladéw innych przestepstw. Nalezy podkresli¢, ze uzycie
fatszywych dokumentéw, tym samym wprowadzenie ich do obrotu prawnego, rodzi skutek prawny w postaci
nabycia wielu praw przez osobe nielegalnie postugujaca sie takim dokumentem.

Stowa kluczowe: art. 5 Konstytucji RP, bezpieczeristwo obywateli, przestepstwa przeciwko wiarygodnosci doku-
mentow, fatszerstwo dokumentow podrdzy

Pe3stome: OfiHOI 113 3a4a4 roCyAapCTBa, U3JTOXKEHHbIX B cTaTbe 5 KoHcTuTyummn Pecny6nuku Monblua oT 2 anpensa
1997 ropa, ABNsAeTCA obecneyeHne 6e3onacHOCTY rpaxaaH. Llenb aaHHoro nccnenoBaHms — nokasath B3aMOC-
BAA3b, CYLLECTBYIOLLYIO MEXAY NPECTYMAeHNAMI NPOTUB AOCTOBEPHOCTU AOKYMEHTOB, MEPEUNCTIEHHDIX B FaBe
XIX YronoBHoro kopekca, n 6e3onacHocTbio rpaxaaH. OCHOBHOW BblBOA, CAeNaHHbIN B pe3ynbTaTe aHanvsa
[laHHO TeMbl, 3aKJTI0YAETCA B TOM, UTO danbcuduKaLysa NPoe3aHbIX AOKYMEHTOB ABMISETCA BaXKHbIM GaKTOpoMm,
YrpoxatoLmm 6e30MnacHOCTY rpakAaH. ITO CBA3aHO C TeM, UTO AOKYMEHTbI OUYEHb YacTO CIy»KaT OfHOBPEMEHHO
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1N 0ObEKTOM, 1 NHCTPYMEHTOM ANnA COoBepLUeHUA MHOIMX I'IpeCTyI'IﬂeHI/II?I. |_|03TOMy OHU NpeacTasnAlT cobon
AEeATeNIbHOCTb NMOArOTOBUTEJIbHOMO XapakTepa AnA coBeplieHnAa JanbHenwmnx NpPecTynHbIX LenCcTBUI, a TakxKe
NHCTPYMEHT ANA COKPbITUA CnefoB Apyrnx I'IpeCTyI'U'IeHVIVI. Cne,qyeT NOAYEPKHYTb, YTO UCMOJIb30BaHWE MOA-
[AeNIbHbIX JOKYMEHTOB, BBEAEHNE UX B neranbHbI 060pOT, nopoxnpaet I'IpaBOBOI7I 3¢¢eKT BBMAe I'Ipl/lO6peTeH|/lﬂ
MHOrOYMC/IEHHDbIX MPaB JINLOM, HE3aKOHHO NCMOJb3YoWnm Takom LOKYMEHT.

KnioueBble cnoBa: ctatbsl 5 KoHcTuTyumm Pecny6nukm Monblua, 6e30nacHOCTb rpaxaH, NpecTynieHns npoTvs
[OCTOBEPHOCTN AOKYMEHTOB, hanbcndrKaLya Npoe3aHbIX JOKYMEHTOB

Pestome: OpHe i3 3aBfaHb fepKaBu, 3a3HaueHux y cT. 5 KoHctutyuii Pecny6nikv Monblya Big 2 KBiTHA 1997
poky € 3abe3neyeHHa Ge3nekn rpomaaaH. MeTolo JaHOro AOCHIAKEHHA € NoKa3aTh B3aEMO3B'A30K 3M0UNHIB
NPOTU JOCTOBIPHOCTI AOKYMEHTIB, 3a3HaueHnx y po3aini XIX KpumiHanbHoro Kogekcy, Ta 6e3nekn rpomapsH.
OCHOBHUM BUCHOBKOM 3 aHasi3y AaHOl TEeMaTUKU € TBEPIKEHHS, WO NifpobKa NPoi3HMX JOKYMEHTIB € iCTOTHUM
dakTopom, Lo 3arpoxye 6e3neLli rpomagaH. [lokyMeHTM flyxe 4acTo CyxaTb i 06'eKTOM, i 3HapAAAAM BUMHEH-
HA 6araTbox 3M04MHiB. TOMy BOHU € MiATOTOBYOIO A€ O BUNHEHHA HACTYMHUX 3/TOYMHHUX MOCTYTOK, @ TaKOXK
{HCTPYMEHTOM NMPWXOBYBaHHSA CiAiB iHWMX 3104mHIB. Cnif NiKPeCanTy, WO BUKOPUCTaHHA Migpo6eHrX JOKy-
MeHTIB, a BifiTak i BBeieHHSA 1X Y 3aKOHHWI 06ir, MOPOLKYE IOPVANYHINI pe3ynbTaT y BUrNAAI HabyTTa 0co6oto, Aka
He3aKOHHO BUKOPVCTOBYE Takuil BOKYMEHT, 6araTbox npas.

Kniouosi cnosa: cT. 5 KoHctutyuii Pecny6niku Monblua, 6e3neka rpomaasH, 3M104MHA NPOTU AOCTOBIPHOCTI AOKY-
MEHTIB, NiAPO6Ka NPOi3HUX [JOKYMEHTIB

Introduction

In Article 5 of the Constitution of the Republic of Poland of 2 April 1997, functions
of the state, i.e. basic directions and goals of its operation, were defined.? The con-
stitution-maker included the independence and inviolability of the territory of the
Republic of Poland, freedom and human and civil rights, security of its citizens, as
well as national heritage and environmental protection. W. Skrzydlo highlights that
listing these functions is crucial as they entail specific jurisdiction and responsi-
bilities of state authorities in general, especially those of the authorities established
by the Constitution itself.” It should be emphasized that in recent years one could
notice rapid changes when it comes to threats to security of the citizens, society and
the state. An analysis of this issue throws light on the close relations between select-
ed categories of crimes and security on a micro and a macro scale. Clear interac-
tions take place in particular in the relationship between the security of citizens and
state and specific types of crime, including terrorism as well as organized economic

1 Journal of Laws [Dziennik Ustaw] 1997 No. 78, item 483 as amended.

2 W. Skrzydto, Konstytucja Rzeczypospolitej Polskiej. Komentarz, ed. 7, Krakow 2013, https://sip.lex.pl
[access: 10.01.2021].

3 Ibidem.
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and common crime.* It applies especially to offenses against document credibility.
Documents very often serve both as an object and a tool in numerous crimes that
significantly threaten legal order as well as the security of citizens and state.” It
means that document forgery, which is a crime itself, is very often a preparation for
subsequent criminal acts, as well as a tool to cover up traces of other crimes.® Docu-
ment forgery as such, which is a crime catalogued under Article 270 and 271 of the
Penal Code in force,” has no effect as long as a document is not put into circulation
and a perpetrator does not present or use it.®

Examples of crimes involving a high degree of social harm, threatening the sa-
fety of citizens, and which are very often accompanied by forgery of various types
of documents, are drug and weapons smuggling, human trafficking’ or immigrant
smuggling.'® Forging documents is an indispensable part of modern organized cri-
me, whereby a document is the most central means of committing criminal acts."

4 J. Murasicki, Relacje miedzy wybranymi kategoriami przestepczosci a bezpieczeristwem patistwa i oby-
wateli, Zeszyty Naukowe Panstwowej Wyzszej Szkoly Zawodowej im. Witelona w Legnicy 2014,
no. 12 (3), p. 49; see also: W. Filipkowski, Nauki o bezpieczetistwie, in: Nowe kierunki w kryminologii,
eds. E. Drzazga, M. Grzyb, Warszawa 2018, p. 195.

5 M. Goc, Ustawa o dokumentach wcigz oczekiwana, Cztowiek i Dokumenty 2018, no. 50, pp. 10-11.

6 A. Nastula, Falszerstwo dokumentow ze szczegélnym uwzglednieniem przestgpczosci internetowej jako
wyzwanie dla organdw parstwa, Polonia Journal 2018, no. 8, pp. 73, 86; H. Kotecki, Technicznokrymina-
listyczne badania autentycznosci dokumentéw publicznych nieniszczgcymi wielospektralnymi technikami
optycznymi za pomocg wideospektrokomparatora VSC-1, Poznan 2002, p. 33; E. Gruza, M. Goc, ]. Mosz-
czynski, Kryminalistyka, czyli o wspélczesnych metodach dowodzenia przestgpstw, Warszawa 2020, p. 444.

7 The Act of 6 June 1997 Criminal Code (consolidated text Journal of Laws 2020 item 1444 as amended),
more broadly, see: H. Kotecki, Pojecie dokumentu sfatszowanego i fatszywego w Polsce i w krajach Unii
Europejskiej, in: Technicznokryminalistyczne badania autentycznosci dokumentéw publicznych. Mate-
rialy z I Konferencji, Pozna#, 27-28 listopada 1997, ed. H. Kolecki, Poznan 2003, p. 189; W. Wrobel,
T. Sroka, in: Kodeks karny. Czes¢ szczegdlna, t. 2, part 2. Komentarz do art. 212-277d, eds. W. Wré-
bel, A. Zoll, Warszawa 2017, p. 695; J. Pidorkowska, w: Kodeks karny. Komentarz, ed. T. Bojarski, War-
szawa 2016, p. 812; D. Semkdw, Fatsz materialny dokumentu. Aspekty prawne i kryminalistyczne, Prze-
glad Prawno-Ekonomiczny 2019, no. 1, pp. 40-54.

8 M. Goc, Przestepczosé przeciwko dokumentom..., pp. 32-33; E. Gruza, M. Goc, J. Moszczynski, Krymi-
nalistyka, czyli o wspotczesnych metodach..., p. 445. At this point, it is necessary to point out the com-
mon nature of this type of crime, because anyone can be a perpetrator. This is proven by the instances
mentioned in the paper: E. Gruza, M. Goc, Genialny falszerz czy bezradny ekspert, in: Znaczenie aktu-
alnych metod badani dokumentéw w dowodzeniu sgdowym. Materialy XIV Wroclawskiego Sympozjum
Badati Pisma, Wroctaw 2010, eds. Z. Kegel, R. Cie$la, Wroctaw 2012, p. 85.

9 Sprawozdanie Komisji dla Parlamentu Europejskiego i Rady. Sprawozdanie z postepéw w zwalczaniu
handlu ludZzmi (2016 r.), Bruksela, 19.05.2016, COM(2016) 267 final, https://eur-lex.europa.eu/legal-
-content/PL/TXT/HTML/?uri=CELEX:52016DC0267&from=DE [access: 18.12.2020].

10 Document Fraud is a Key Challenge in Border Control. Frontex is on the Case, FRONTEX. European
Border and Coast Guard Agency, https://frontex.europa.eu/media-centre/focus/document-fraud-is-
-a-key-challenge-in-border-control-frontex-is-on-the-case-acJ0cG [access: 17.01.2021].

11 H. Kotecki, Technicznokryminalistyczne badania. .., p. 33.
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The importance and scale of the problem is underlined by the fact that in Septem-
ber 2017, the first meeting of European Union experts dealing with detection of
false documents took place at the Europol headquarters in The Hague. A strategy to
combat the production and trade of false documents in 2018-2021 was then develo-
ped as one of the 10 priorities in the fight against organized crime and terrorism."

The use of false documents facilitates crimes such as extortion of goods and lo-
ans, insurance fraud, allows illegal circulation of material goods obtained through
criminal means, setting up fictitious companies to extort deliveries on credit terms,
car leasing and loans and also serves to authenticate the material spoils of a crime
by concealing how they were acquired. Document forgery is also a necessary ele-
ment of different types of embezzlement and defraudation, bankruptcy as a crimi-
nal affair, concealing property and many other criminal behaviors, including hiding
domestic or foreign criminals, giving an appearance of legality when employing
foreigners, validating the residency of illegal immigrants."” In the context of the
issues discussed in this article, particular attention should also be paid to a problem
of identity theft crimes, which has been growing in recent years.'

Any of the above-mentioned acts is a factor that threatens the safety of citizens.
However, they are few examples of crimes involving a forged document as a ne-
cessary tool throughout the entire criminal process. Multiple types of documents,'
and thus a variety of possibilities available for document forgers due to modern
technology, may make one realize the scale and importance of the dangers arising
from crimes against documents. This has been confirmed by surveys conducted
among the citizens of the Republic of Poland and in the European Union. Their
analysis shows that both Poles and the citizens of other countries of the Europe-
an continent indicate crime as a significant factor threatening their security and

12 K. Izak, Dokumenty jako narzedzie kontroli imigracji, Cztowiek i Dokumenty 2020, no. 58, p. 68.

13 M. Gog, Przestgpczos¢ przeciwko dokumentom. .., pp. 32-33; see also: T. Widta, Badania dokumentéw,
in: Kryminalistyka, ed. J. Widacki, Warszawa 2018, p. 365.

14 The subject of identity theft, including the related document forgery, is an extremely important issue
in the context of citizen security. The extensive nature of the issue of identity theft as well as the the-
matic scope of this study do not allow for its sufficient discussion. This issue constitutes a contribution
to the considerations undertaken in the next article.

15 Tt should be emphasized that the Polish criminal, civil and administrative codes of both substantive
and procedural law and other legal acts do not use the concept of a public document. All documents
are divided into official and private documents, H. Kotecki, Technicznokryminalistyczne badania...,
pp. 15-17, 79; J. Btachut, Dokument jako przedmiot ochrony prawnokarnej, Warszawa 2011, pp. 16-21.
The legal definition of a public document was introduced under the Act of 22 November 2018 on
public documents (Consolidated text Journal of Law 2020, item 725) and in accordance with Article
2 clause 1 point 2, it is a document secured against forgery, which is used to identify people or things
or confirm the legal status or rights of its users.
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emphasize the need to reduce it.' In view of the above, it is justified to refer to
the thesis, often cited in the literature, stating that: “protection of citizens’ safety is
connected with one of the basic functions of public authority, the aim of which is to
reduce human and material losses determined by criminal activity.”"’

1. The concept and essence of citizen security

When discussing the issue of security, it should be noted that this is an area of tremen-
dous importance not only for the state as a public institution but also for society and
its individual members. Security should be seen as a common good, which is a basis
for public order and a democratic system ruled by law. Thus, security can be regarded
as an objective of the public authorities.”® In addition to Article 5 mentioned earlier,
the concept of security appears in many other parts of the Polish Constitution."
Referring to the aforementioned provision of Article 5 of the Constitution, it is
worth noting that the literature indicates a close relationship between an imperative
of the state to guarantee the security of citizens and the protection of human rights
and freedoms. The duty of the state to ensure such protection reflects the principle of
preserving human dignity mentioned in Article 30 of the Constitution. Article 5 also
contains rights resulting from binding international agreements and those granted
pursuant to the normative acts referred to in Article 208 § 1 of the Constitution.” As
for security itself, it is worth emphasizing that it is a multi-dimensional category and
is therefore difficult to describe. Despite the fact that the concept of security has been
defined neither in the current Constitution nor in previous Basic Laws*' as a com-
mon good, it obtained equivalence to an act of the legislature, thus setting a path for
the legislator who is to develop and shape this concept in various areas.”> Obviously,

16 More broadly, see: M. Lisiecki, Sprawnos¢ zarzgdzania organizacjami publicznymi funkcjonujgcymi na
rzecz bezpieczeristwa obywateli, Studia Ekonomiczne 2013, no. 168, p. 167.

17 A. Wierzbicka, A. Zéltaszek, Analiza bezpieczeristwa publicznego w krajach europejskich, Wiadomosci
Statystyczne 2015, no. 8, p. 66.

18 M. Czuryk, Bezpieczeristwo jako dobro wspélne, Zeszyty Naukowe KUL 2018, vol. 61, no. 3, p. 15.

19 More broadly, see: L. Kaminski, Pojecie bezpieczeristwa w prawie administracyjnym, Pafistwo i Prawo
2013, vol. 68, no. 10, pp. 49-61.

20 P. Tuleja, Konstytucja Rzeczypospolitej Polskiej. Komentarz, ed. P. Tuleja, Warszawa 2019, https://sip.
lex.pl/ [access: 20.01.2021].

21 More broadly, see: H. Zigba-Zalucka, Konstytucyjne aspekty bezpieczeristwa, Studia Iuridica Lublinen-
sia 2014, no. 22, p. 412.

22 M. Czuryk, Bezpieczeristwo..., p. 16.
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the common good under Article 5 of the Polish Constitution is perceived more
broadly and refers not only to security. However, it is specifically security that consti-
tutes a special value and therefore is also subject to special protection.”

Analysis of the literature reveals many concepts concerning the citizen security.
Maciej Serowaniec and Wojciech Wloch emphasize that the scope of the concept of
security encompasses survival, a lack of current and perceived threats and an ability to
pursue goals deemed desirable.** The scope of security also changes together with the
development of an aspect of it, arising, for example, from the progress of civilization,
which entails previously unknown threats and methods of their elimination. In order
to counteract these threats, the state has built a national security system, an element of
which is an internal security subsystem aimed at ensuring and maintaining the internal
security of the state, including protecting constitutional order, ensuring the safety of
people against unlawful attacks, maintaining public safety and order in the state, guar-
ding the border of the Republic of Poland, protecting the life and health of the citizens
together with their property, national property and the environment against any effects
of natural and technical disasters. This subsystem consists of legislative, judicial and
executive authorities.” According to Piotr Tuleja, the security of citizens broadly means
a state giving them a sense of certainty, stability and protection.” On the other hand, in
the opinion of Pawel Sarnecki, it means counteracting all threats and attacks, in particu-
lar unlawful ones, aimed against the citizens acting within the law and in a spirit of good
will and trust in the state authorities. Ensuring citizen safety is a kind of a reaction, also
of a preventive nature, to real or potential, yet possible, threats and attacks.”

To conclude the discussed issue, it is worth highlighting that ensuring the security
of citizens was explicitly mentioned as one of the tasks of the Republic of Poland in
Article 5 of the Constitution. A necessary part of performing this function of the state
is establishing legal norms of constitutional rank, statutory and basic norms, as well as
an executive activity, which belongs primarily to public administration.® Neverthe-
less, the main constitutional responsibility for the security of citizens rests with public
institutions. What is of great importance for managing the citizens’ safety efficiently
is the proper retrospective and prospective identification and prioritization of threats,

23 Ibidem, p. 18.

24 More broadly, see: M. Serowaniec, W. Wtoch, Kategoria bezpieczeristwa w ujeciu prawno-filozoficz-
nym, Studia Iuridica Toruniensia 2016, vol. 18, pp. 161-182.

25 Wspélczesne uwarunkowania zarzgdzania bezpieczeristwem wewnetrznym paristwa, eds. J. Falecki,
R. Kochanczyk, P. Sowizdraniuk, Katowice 2018, p. 11.

26 P. Tuleja, Konstytucja...

27 P. Sarnecki, in: Konstytucja Rzeczypospolitej Polskiej. Komentarz, vol. 1, eds. L. Garlicki, M. Zubik,
Warszawa 2016, https://sip.lex.pl/ [access: 20.01.2021].

28 1. Kaminski, Pojecie bezpieczeristwa..., pp. 49-61.
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formulating appropriate strategies, producing adequate organizational solutions and
effective leadership.? In this process, one should bear in mind that these threats are
characterized by unpredictability, violence, complexity, changeability, ambiguity and
interpenetration, and concern almost all areas in which the citizens function.® Ta-
king into account the above, in the further part of the work, special attention has been
paid to the issue of document forgery, which, as crimes against document credibility,
undoubtedly and significantly threaten the security of citizens. This is due, inter alia,
to the fact that forged documents are a tool used to commit many crimes that nega-
tively affect the functioning of numerous areas of state and citizens. To confirm this
thesis, in addition to the examples described in the next part of the article showing
the close relationship between document forgery and the security of citizens, it is
worth mentioning, among others, the losses incurred by the State Treasury as well as
citizens, banks, financial institutions, insurance and other business entities.*!

2. Forgery of documents as a threat to the security of citizens

The dynamics and changing nature of crimes imply the need to adapt or modify the
solutions adopted in individual areas of state security, including solutions for the border
protection.” In the literature, security of the state border is defined as one of the basic
elements that ensure the safety of the state.”” The current picture of the growing threats,
which constitute critical points of the state’s activity in the area of ensuring safety of the
citizens, requires special attention to be paid to the problem of preventing the forgery of
travel documents.** The basic factors contributing to the development of this type
of crime include recently increased migration, rapid development of technology easi-

29 M. Lisiecki, Sprawnos¢ zarzgdzania organizacjami publicznymi..., p. 166.

30 Wspélczesne uwarunkowania..., p. 11.

31 M. Goc, Przestepczosé przeciwko dokumentom..., p. 29.

32 B. Mroz, System ochrony granicy paristwowej wobec wspolczesnych zagrozen bezpieczeristwa panstwa,
Journal of Modern Science 2016, vol. 29, no. 2, p. 308.

33 E.W. Plywaczewski, Bezpieczeristwo obywateli — Prawa czlowieka - Zréownowazony rozwéj, Biatystok
2017, p. 411.

34 In the Polish legal system, pursuant to the provisions of the Act of 12 December 2013 on foreigners
(consolidated text, Journal of Laws 2020 item 35), a travel document is a document recognized by the
Republic of Poland, authorizing to cross the border, issued to a foreigner by an authority of a foreign
state, a Polish authority, an international organization, an entity authorized by an authority of a fo-
reign state or a foreign state authority; See also: Act of 13 July 2006 on passports, consolidated text
Journal of Laws 2018 item 1919 as amended; Convention relating to the Status of Refugees adopted
in Geneva on 28 July 1951, Journal of Laws 1991 No. 119, item 515, Regulation of the Minister of the
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ly accessible for regular users, such as computer systems, desktop publishing or color
printers and a relatively low level of protection against material forgery in the case of
many documents used in legal transactions.” The offense of material forgery derives its
name from the fact that a perpetrator influences the content of a document and aims to
give it an appearance of authenticity.* The provisions of the applicable crimes act, the
doctrine of criminal law, the judicature as well as the opinions of commentators and
forensic examiners indicate two forms of material document forgery.” Article 270 § 1
(in principio) precisely states that it may be committed either by creating a fake doc-
ument or by altering an authentic one.”® According to the judgment of the Supreme
Court® falsifying a document takes place only when the document does not come from
the person on behalf of whom it was prepared, i.e. when it is produced by a person
not authorized to issue it. It therefore concerns the preparation of a document created
to appear as if it comes from an authorized entity, i.e. a counterfeit or imitation of an
authentic document. On the other hand, altering a document should be understood as
giving a document different content than it had originally by an unauthorized person
adding or removing some entries from it.** For a document to have attributes of forgery
or alteration, it does not matter whether its content reflects an actual state or not.** The
third feature of a crime under Article 270 § 1 of the Penal Code is using a forged or
altered document as if it was an authentic one. Pursuant to the provisions of the dis-
cussed article of the Penal Code, “the use” should be understood as presenting a doc-
ument to another person, authority, institution, organization or using it in connection
with the operation of a device (e.g. to verify one’s identity). It does not have to be used
by the forger; it can also be used by another person.*

Interior and Administration of 23 June 2009 on the travel document established by the Geneva Con-
vention, Journal of Laws 2009 No. 99, item 835.

35 M. Goc, Ustawa o dokumentach publicznych potrzebna od zaraz, Cztowiek i Dokumenty 2016, no. 41, p. 8.

36 I Jankowska-Prochot, P. Falenta, Karnoprawne aspekty przestepstwa fatszerstwa intelektualnego, Jour-
nal of Modern Science 2016, vol. 28, no. 1, p. 237.

37 H. Kolecki, Technicznokryminalistyczne badania..., p. 29.

38 W. Wrébel, T. Sroka, in: Kodeks karny. Czes¢ szczegélna, vol. 2, part 2.

3 Thejudgment of the Supreme Court of 24 October 2013, file ref. IIT KK 373/13, LEX no. 1386041; See also:
Resolution of the Supreme Court of 17 March 2005, file ref. I KZP 2/05, published in: OSNKW 2005/3/25.

40 7. Kukuta, Komentarz do niektorych przepiséw Kodeksu karnego, in: Przestgpstwa przeciwko dokumen-
tom w obrocie gospodarczym. Zbiér orzeczers Sgdu Najwyzszego i sqdow apelacyjnych, Warszawa 2013,
https://sip.lex.pl [access: 18.01.2021]; J. Kasprzak, B. Mlodziejowski, W. Kasprzak, Kryminalistyka.
Zarys systemu, Warszawa 2015, p. 143.

41 More broadly, see: W. Wrébel, in: Kodeks karny. Czes¢ szczegélna, vol. 2, part 2; Resolution of the
Supreme Court of 17 March 2005, file ref. I KZP 2/05, published in: OSNKW 2005/3/25.

42 A.Lach, in: Kodeks karny. Komentarz, ed. V. Konarska-Wrzosek, Warszawa 2018, https://sip.lex.pl [ac-
cess: 20.01.2021]; Resolution of the Supreme Court of 17 March 2005, file ref. I KZP 2/05, published in:
OSNKW 2005/3/25.
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From the very beginning, the Court jurisprudence expressed the conviction that
criminal prosecution covers forging and alteration of documents that may serve as
an evidence of gaining, changing or losing a right or an obligation. They include
any unilateral or bilateral legal act, any legal relationship and any entitlement con-
nected with acquiring or adjusting rights and obligations.*® This thesis is extremely
important in the context of falsification of travel documents discussed in the article.
Among others, travel documents fall within the catalogue of documents confir-
ming the fulfillment of conditions for granting a permanent residence permit to
foreigners, thus granting them many rights. A lack of documents specified by law
or their forgery may result in leaving such an application without consideration or
in a refusal to initiate a procedure for granting a permanent residence permit.

In the context of the more and more frequently raised discussion on the prob-
lem of illegal migration to Europe, especially in the face of the political situation
occurring mainly in the Middle East, it should be emphasized that foreigners who
want to enter a territory of an EU Member State have been widely using forged or
altered travel documents for many years. Passports constitute the largest number
of all false documents.* Third-country nationals use also false visas, residence per-
mits, other identity documents as well as forge or alter stamps, mainly confirming
border checks.* As Krzysztof Izak notes, a constant influx of immigrants to Europe
is conducive to the development of a false documents market. As a consequence,
this leads to a situation in which criminal groups find new routes for smuggling
illegal immigrants.* This state of affairs leads to the conclusion that since 2015, il-
legal immigration has posed an even greater challenge for individual countries of
the European continent, and that identity theft and document forgery have become
a means of establishing permanent residence on their territory.*” The use of false
documents may serve to ensure the possibility of relocation within a given terri-
tory and performing reconnaissance as well as carrying out terrorist attacks and
enabling permanent residence in a country.*® The view that criminal acts commit-
ted with the use of false documents constitute a significant factor threatening the
security of citizens is confirmed not only by the above-mentioned migration flows

43 Z.Kukula, Komentarz do niektorych przepisow...

44 M. Perkowska, Nielegalna migracja w Europie - aspekty prawne i kryminologiczne, Teka Komisji Poli-
tologii i Stosunkéw Miedzynarodowych 2017, vol. 12, no. 3, p. 65.

45 Ibidem.

46 K. Izak, Nielegalna imigracja: poprawnos¢ polityczna, skandale, falszywe dokumenty, Cztowiek i Doku-
menty 2018, no. 51, p. 61-62.

47 Idem, Brak dokumentéw, fatszywa tozsamos¢ i dziurawe prawo sposobem na pobyt staty w UE, Czto-
wiek i Dokumenty 2019, no. 52, pp. 48, 57.

48 H. Kolecki, Technicznokryminalistyczne badania..., p. 33.
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but also by the terrorist attacks carried out in 2016 in Brussels or earlier in Madrid,
London, Copenhagen and Paris.* It is no doubt that the problem of crimes against
document credibility, in particular travel documents, has become even more im-
portant in the context of ensuring the security of state and citizens.

As Mieczystaw Goc emphasizes, until recently it seemed that Poland was not
directly involved in the immigration wave and that refugees or terrorists were
not interested in either legalizing their stay in the Republic of Poland or in obtaining
Polish documents. However, inspections have shown that immigrants increasingly
use both authentic and forged Polish documents.* This information is also confirmed
in the literature, according to which a statistical picture of crimes prosecuted in Po-
land proves that the criminal acts committed by foreigners are largely crimes related
to crossing the state border.” Considering the aforementioned political situation cau-
sed by a significant influx of immigrants, together with a detailed analysis of forgery
of Polish travel documents, it is necessary to point out the disturbing trend of illegal
immigrants and terrorists forging Polish identity cards and passports.®* Emil Walenty
Ptywaczewski states that examinations of the court files of criminal cases confirmed
the most common methods of document forgery presented in the literature - i.e.
falsifying a document — which, in the case of a passport, means replacing a photo or
altering border control stamps related to visa validity periods, counted from a day the
border was crossed for the first time.” From the point of view of state security, a visa
is an extremely important document because, together with a passport, it entitles one
to enter a country, transit or remain on its territory. Visas made up a significant por-
tion of the thousands of forged documents disclosed at the borders of the Republic of
Poland by officers of the Border Guard. In connection with many visa forgeries that
took place in the last two decades, and thus for the sake of security of the Schengen
Area boarders and citizens, the European Union has introduced a new type of visa
sticker with more advanced security measures.**

49 More broadly, see: Wspélczesne oblicze terroryzmu w Unii Europejskiej, Website of the Government
Center for Security, https://rcb.gov.pl/ [access: 15.03.2020].

50 M. Goc, Przestepczos¢ przeciwko dokumentom. .., p. 34.

51 E.W. Plywaczewski, Bezpieczeristwo obywateli..., p. 420.

52 K. Izak, Brak dokumentéw, fatszywa tozsamos¢ i dziurawe prawo sposobem na pobyt w UE, Czlowiek
i Dokumenty 2019, no. 52, p. 58.

53 More broadly, see: E.W. Ptywaczewski, Bezpieczeristwo obywateli..., p. 422.

54 Regulation (EU) 2017/1370 of the European Parliament and of the Council of 4 July 2017 amending
Council Regulation (EC) No 1683/95 laying down a uniform format for visas (O] L 198 0f 28.07.2017);
A. Kubi$-Kuras, Wiza i jej znaczenie w systemie bezpieczeristwa patistwa, Czlowiek i Dokumenty 2020,
no. 59, pp. 9, 17.
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It is hard to disagree with the opinion cited in the literature that the refugee
crisis of 2015, the consequences of which are still being felt, was merely an indica-
tion of deepening economic, social and political problems in the individual coun-
tries concerned® and an extremely absorbing challenge for their governments. The
problem seems to be all the more important as the number of immigrants applying
for a residence permit in Poland has been growing steadily since 2014. More and
more often foreigners submit applications for a “Pole’s Card” to voivodeship offices
and consulates and for a permanent residence permit in the Republic of Poland,
proving their Polish origin. The holder of the “Pole’s Card” may apply for Polish ci-
tizenship, undertake legal work in Poland without any additional permits, run a bu-
siness under the same conditions as Polish citizens, apply for a permanent residence
permit and receive material support for themselves and their family members. In
the procedure, the immigrants refer to the provisions of, inter alia, the Constitution
of the Republic of Poland and try to demonstrate their Polish roots to the officials.
To do so, they submit appropriate documents, including birth certificates of their
relatives or their own. As mentioned before, besides fake documents confirming
Polish roots, the immigrants also use forged or altered passports and visas.*

In the context of citizen security, it is extremely important that in addition to
traditional illegal markets, forged documents are also available on the dark services
of the TOR network (The Onion Router). In the dark net, one can purchase forged
identity documents, including ID cards, passports, driving licenses, notarial deeds,
deeds of ownership and medical documentation. The price of a forged or altered
passport depends on how the particular document is secured and on the country
where the user is heading. The amount paid for false documents is also determined
by whether personal data and documents are not restricted at the border or on Po-
lish territory and whether they are not reported to the Schengen system.”” Passports
of Polish citizens are forged by Syrians living in Greece. The price of such a docu-
ment is approximately 4-5 thousand Euro, with purchase and sale offers available
on social networks.*® Stolen personal data in the TOR network do not only involve
birth certificates and identity documents but also ones that create an entire family
line together with false documents confirming family relationships. There are in-
dications that false genotypes (DNA) are performed to make family relationships

5 K. Izak, Brak dokumentéw..., p. 58.

56 A. Nastuta, Fatszerstwo dokumentéw..., pp. 84-85.

57 Ibidem.

58 J. Marcinska, Dokumenty w niebezpieczetistwie, https://wpolityce.pl, as cited in: M. Goc, Ustawa o do-
kumentach publicznych..., p. 9.
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seem authentic.” It is very likely that terrorist groups use this stolen information to
forge documents, thereby allowing their members to infiltrate countries and bypass
security checks. Bearing in mind the security of state and citizens, it is alarming that
both physical and digital forms of documents are available for sale.*

To sum up, a definition of security is related to ensuring constitutional order,
therefore the political stability of states, the fight against crimes threatening life,
health and the possessions of citizens, and reacting in the face of different sorts of
disasters.®' In connection with the above, it should be emphasized that in the field
of threats to citizen safety, it is extremely important to evaluate the legal regulations
in effect and address the issue of how adequate they are in counteracting threats to
public security in order to eliminate criminal activities in this area. In this context,
particular attention should be paid to the issue of security of public documents,*
mainly due to the fact that the tools used by document forgers are constantly evol-
ving. Criminal networks dealing with document forgery and alteration are beco-
ming more and more specialized and are constantly developing new forms of coun-
terfeiting — such as manipulating anti-counterfeit devices and inventing techniques
to bypass biometric checks, as well as new methods of operation.

Conclusion

Any constitution establishes a certain number of basic principles which formally
define ways of exercising power and formulate the material content of its imple-
mentation, indicating the actions and obligations that should be performed in the
process of exercising public authority. One of the tasks of the state specified in Ar-
ticle 5 of the Constitution of the Republic of Poland of April 2, 1997 is to ensure
the security of citizens. What is significant is in this scope is the systemic value of
norms named by the provisions of the Basic Law, including in particular the fact
that they list the duties of public authorities of the state, and in order to implement
these tasks, they need to be appropriately clarified and the obligations arising from

59 A. Nastula, Fatszerstwo dokumentéw..., pp. 83, 85.

60 Forged Documents Sales on Darknet Aid Terrorist Groups. Report, News BTC, https://www.newsbtc.com/
news/bitcoin/forged-documents-sales-darknet-aid-terrorist-groups-report-says/ [access: 24.10.2020].

61 P. Majer, W poszukiwaniu uniwersalnej definicji bezpieczeristwa wewnetrznego, Przeglad Bezpieczen-
stwa Wewnetrznego 2012, no. 7, p. 14.

62 More brodly, see: M. Goc, D. Semkdw, Public Documents Act and Its Role in Preventing Document
Forgery, Studia Iuridica Lublinensia 2020, vol. 29, no. 4, pp. 85-99.
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them must be defined in laws and other legal acts. In the context of the issues pre-
sented in this paper, it is enormously important to correctly define a current and
future hierarchy of threats to citizen security as well as to construct effective legal
regulations to prevent them. In the discussed subject, it is crucial to draw attention
to the variability and dynamics of threats to the security of citizens, society and
state, which has been clearly noticeable in recent years.

The analysis of the current and future threats to the security of citizens, perfor-
med for the purposes of this article, proves the close relationship between selected
categories of crimes and the security of citizens. A special category of criminal acts
in this scope are crimes against document credibility, including in particular forge-
ry of travel and identity documents. Typically, these acts are only an initial stage
in the undertaking of other criminal activities. The use of false documents, and
thus their introduction into legal circulation, means that a person illegally using
such documents legally acquires many rights To support this thesis, the paper gives
examples of travel document forgery and the profound effects of this criminal pra-
ctice for citizen security. These include situations when forged documents enable
one to cross the border, engage in terrorist activities, deal with human, weapons
and drugs trafficking or smuggling immigrants. The consequences of using forged
or altered travel documents also includes foreigners acquiring many rights, inclu-
ding obtaining permanent residence and employment.

In conclusion, it is worth emphasizing that putting fake documents into circu-
lation undoubtedly constitutes a significant threat in the area of stability and invio-
lability of the legal system of the Polish State as well as the security of the state and
its citizens in a wide sense. In this context, enforcing the adopted legal mechanisms
as well as determining the effectiveness of state institutions in preventing this type
of forgery, including, in particular, the successful implementation of a public docu-
ments security system, are indispensable. In this process, one should bear in mind
that further to Poland joining the Schengen Area, the main responsibility in the
field of border control and protection of the state border lies on the eastern part of
the state border, which is at the same time the external border of the Schengen zone.
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